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Full Email (User View)

The attacker attempts social engineering by impersonating a security notification to lure the
user into opening the attachment.

Wed 50,2022 937 PR
Emily Yen <doc@hardroot.biz>
May Supplement Order 04/05

To  wundhsclosed-recypents: T

n Follow up.
This message has been rephed Lo or forwarded,

Supplimentary Order 04 MAY xlsx -
206 KB

Drear Customer,

Please acknowledge our request as attached.

Andrew
0100]04




SPF failed, DKIM/DMARC missing, and
non-Microsoft sending servers confirm
spoofing
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From: “Emily Yen” doc@hardroot.biz

Return-Path mismatch: suspicious

Originating IP: (flagged)

SPF: Fail

DKIM: None

DMARC: None

Received chain shows non-Microsoft server - spoofing



mailto:doc@hardroot.biz

 The IP has generally good reputation
but being blacklisted by two vendors
increases the suspicion.
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File Analysis

Macro-enabled XLSX file flagged by
60+ vendors as malicious.

(@ 67/72 security vendors flagged this file as malicious

C Reanalyze = Similar~  More

J i 9
Size Last Analysis Date 0‘1
104 MB 1dayago (343

plus an AP key to automate checks,

/72 7690bcaz Y(
svchost.exe
Community
Score peexe  overlay  spreader
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Family labels malex  midie

() Backdoor/Win.Udr.R691110

() Backdoor:Wi

(%) Trojan[Backdoor]/Win32.Udra
() unsafe

(%) Win32:MalwareX-gen [Bd]
() Win32Trojan.Agent.ff

() W32 AlDetectMalware

(D) Win/malicious_confidence_100%
(D) Malicious (score: 100)

(D) BackDoor.Udr.1

(@ Gen:Variant.Application.Midie.75023 (8)
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File Type: XLSX with embedded macro

Behavior: Attempts to connect to external IP

The attached file was identified as

a backdoor capable of remote access, persistence, and data exfiltration.
60/72 security vendors flagged this file as malicious

Screenshot Placeholder: VirusTotal / Talos



Sender Email

Malicious Domain

Attachment Hash
(SHA256)

doc@hardroot.biz

Hardroot.biz

196.45.164.22

<7690bca2733elc
aaeba502cel15087
aad02978efd548c
e366cfee25decd?7

da7cc>

Headers

WHOIS / Talos

Talos / VirusTotal/
IPVoid

VirusTotal / Talos

Emily Yen

Registered 2016-11-16
Blacklisted by one vendor

Reputation - good
Blacklisted by two vendors
Country - Botswana

Marked malicious by
67 engines



MITRE ATT&CK Mapping

e T1566 — Phishing

e T1598 — Spearphishing Link

e T1059 — Execution (if script executed)
* T1204 — User Execution

The attacker’s behavior aligns with multiple ATT&CK techniques
including phishing delivery (T1566), malicious link/attachment
usage (T1598, T1204), and possible script execution (T1059).



* Phishing email impersonating security notification

* Malicious file attached

* SPF/DKIM authentication failed — sender spoofing

e ]0OC analysis confirms high-confidence phishing attempt
* File analysis says that it's a backdoor (win.trojan.vilse)

This was a high-confidence phishing attack involving sender spoofing,
malicious attachment analysis, and multiple matched I0Cs. The backdoor
indicates intent for long-term compromise.



e Ask all users who received same mail to delete that email

* If any user has opened the file, isolate that machine from the
network.

e Block malicious domain and IP immediately
* Implement DMARC with reject policy
 Conduct user phishing-awareness training

Immediate containment, user awareness, and email authentication
hardening (SPF, DKIM, DMARC) are crucial to prevent recurrence.



# Technical Analysis Skills

 Email Header Analysis
 SPF/DKIM/DMARC Authentication Checks

* Domain & IP Reputation Investigation

* Static & Dynamic File Analysis (Malware/VT)

W8 Threat Intelligence & Mapping
* |OC Extraction & Documentation
* MITRE ATT&CK Technique Mapping

B SOC Operational Skills

* Tier-2 Incident Investigation
* Professional Report Writing



For queries or walk-through, feel free to ask.

Prepared by: Sangram
Rajput

3

Fd



	Slide 1: Phishing Email Analysis
	Slide 2: Agenda
	Slide 3: Investigation Methodology  Step-by-Step Tier-2 Workflow
	Slide 4: Full Email (User View)
	Slide 5: Header Analysis   SPF failed, DKIM/DMARC missing, and non-Microsoft sending servers confirm spoofing
	Slide 6:  Header Findings 
	Slide 7
	Slide 8: Domain  reputation & Whois Analysis
	Slide 9: File Analysis
	Slide 10: Malicious File Analysis (Supplementary Order 04 MAY.xlsx)
	Slide 11: Indicator of Compromise (IOC) Table
	Slide 12: MITRE ATT&CK Mapping
	Slide 13: Incident Summary 
	Slide 14: Conclusion & Recommendations
	Slide 15: Skills Demonstrated
	Slide 16

